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PREFACE

A. THE MCTL The MCTL is not an export control list.

The Militarily Critical Technologies List (MCTL) is a detailed and struc- * There may be items in the MCTL that are not on an export control list.
tured compendium of the technologies DoD assesses as critical to maintaining » There may be items on an export control list that are not in the MCTL.
superior U.S. military capabilities. DoD develops the MCTL with participation of The MCTL is to be used as a reference for evaluating potential technology trans-

other agencies of the United States Government, U.S. industry, and academia an¢e-and technical reports and scientific papers for public release. The information
dates it on an ongoing basis. In the past, the MCTL was published in one documeidist be applied using technical judgment. It should be used to determine if the pro-
The MCTL is being published in three documents. Three parts of the MCTL Wilbsed transaction would result in transfer that would permit potential adversaries ac-
cover weapons system technologies, technologies associated with weapons of g&ssto technologies, not whether a transfer should or should not be approved.
destruction, and developing technologies. These three documents provide the oppor-

tunity to highlight different technologies and technology levels. C. ORGANIZATION OF THE MCTL

B. USES OF THE MCTL The three parts of the MCTL are the following:

. . Part I, “Weapons Systems Technologies(published in June 1996) details those
The action plan accompanying the 23 January 1995 Deputy Secretary of Defe&ﬁﬁ:al technologies with performance parameters that are at or above the minimum

Tasking Memorandum stated that the MCTL is used as a: level necessary to ensure continuing superior performance of U.S military systems.

* TeChPiC"?lI f_oundation for U.S. proposa}ls for export contrql in the New Fo- Part Il, “Weapons of Mass Destruction Technologies,’(this document) ad-
{“T' C'_\‘/I'SS'Ie Tedch?k?logy Contl_rfol Rt(_aglme, Nuclear Suppliers Groups, Auggesses those technologies required for development, integration, or employment of
rafla Sroup, and other nonprofiteration regimes. biological, chemical, or nuclear weapons and their means of delivery. This document
* Technical reference for licensing and export control by Customs Officials, Do not oriented to U.S. capabilities. Rather, it addresses technologies that proliferators
DOS, DOC, and DOE. might use to develop WMD. It provides technical information to assist various entities
« Technical reference for contracts and scientific papers by government, indagthe DoD to develop, support, and execute counterproliferation initiatives.

try, and academia. Part 1ll, “Developing Critical Technologies,” (to be published in 1998) will
« Technical reference and guide for intelligence collection. contain a list of technologies which, when fully developed and incorporated in a mili-
In addition. the MCTL: tary system, will produce increasingly superior performance or maintain a

superior capability more affordably.

* Provides background and support for international cooperative activities. : . . . .
g Pp . P . The format of Parts Il and Ill, insofar as possible, is consistent with the MCTL,
« Supports development of technology transfer policy, technology release gwge?-rt

lines, and specific proposals or controls to be implemented by multinationa
organizations.

* Note: The Wassenaar Arrangement (initially called the New Forum) is the successor
organization to COCOM, and is named for the city in The Netherlands where the arrangement
was formalized.



D. THE MCTL PROCESS E. MCTL PART Il METHODOLOGY

The MCTL process is a continuous analytical and information-gathering process For each part of the MCTL, sets of task-organized experts are supplemented with
which updates the MCTL by adding information and refining existing documents ather experts when required. Their efforts are focused on technology areas according
provide thorough and complete technical information. In addition, the Technologgythe particular task assignments. For Part Il, “Weapons of Mass Destruction Tech-
Working Groups (TWGSs), which are part of the MCTL process, provide a reservoirmdlogies,” there were six task-organized TWGs corresponding to the six sections of
technical experts in many disciplines that can be called upon to assist in time-sensitieelocument: Means of Delivery, Information Systems, Biological Weapons, Chemical
and quick-response tasks. Weapons, Nuclear Weapons, and Nuclear Weapons Effects.

The TWGs comprise about 500 technical experts from both government and the The TWGs applied the following guidance in selecting technologies for inclusion
private sector. In general, TWG members are drawn from the military servic@sthis document—identify and assess technologies required for the development, in-
DoD and other federal agencies, industry, and academia. A balance is maintategdation, or employment of biological, chemical, or nuclear weapons and their means
between public officials and private sector representatives. TWGs maintain a corefadelivery. The technologies detailed in Part Il are those selected by the TWGs after
intellectual knowledge and reference information on an array of technologies. Thehnical analyses and application of professional judgment. Fundamentally, Part Il
data is used as a resource for many projects and other assignments, and TWG mewibars technologies from the perspective of a foreign proliferator. It describes tech-
are available to the national security community as technical experts. Working withiologies that may provide alternative means to achieve a military capability. Empha-
an informal structure, TWG members strive to produce precise and objective analysiess placed on technologies that a proliferant country might use. It is recognized that
across dissimilar and often disparate areas. Currently the TWGs are organized t@agaroliferator might obtain key items surreptitiously or through illegal acquisition.
dress 20 basic technology areas: The TWGs recognize that small numbers of WMD can be obtained by theft or be

Aeronautics Systems provided by another country. The TWG did not focus on these possibilities because
. . they involve transfer of weapons, and not transfer of technologies to build weapons.
Armament and Energetic Materials

Biological Systems

Chemical Systems

Directed and Kinetic Energy Systems
Electronics

Ground Systems

Information Systems

Information Warfare

Marine Systems
Materials

Medical Systems
Navigation Systems
Nuclear Systems
Power Systems
Sensors and Lasers
Signature Control

Space Systems

F. LEGAL BASIS FOR THE MCTL

The Export Administration Act (EAA) of 1979 assigned responsibilities for ex-
port controls to protect technologies and weapons systems. It established the require-
ment for an MCTL. The EAA and its provisions, as amended, were extended by Ex-
ecutive Order 12924 (19 August 1994), which was continued on 15 August 1995,
14 August 1996, and 13 August 1997.

The legislation and execution directive are amplified and implemented by DoD

Manufacturing and Fabrication

Weapons Effects and Counter-
measures

l-iv

Directives 2040.2 and 5105.51 and by the Deputy Secretary of Defense letter dated
23 January 1995.
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INTRODUCTION TO MCTL PART Il

A. CONTEXT AND BACKGROUND required for many employment options for WMD are also included. Emphasis is placed
gn a proliferant country’s ability to threaten the United States and its allies; however,

dBtra]forg thle demise of the Sov_gat Uglpn,r:he prollferalflon of nuclear, F'O.IOQ'C bnational activities are also considered. Of greatest interest are technological capa-
and chemical weapons was considered In the context of superpower relations. \Jiig. < «gyfficient” to produce WMD of a given type and the ability to deliver them.

breakup of the Soviet Union and the subsequent events have had many Consequ%?‘%ercial-oﬁ-the-shelf (COTS) technologies can be used in many cases to obtain

Regional conflicts, once constrained, are now increasingly likely to result in the use.g ability without extensive, development programs. Other technologies of concern

weapons of mass destruction. Opportunities to acquire key technologies and compR+,4se that are built on the grid of existing technologies such as commercial net-
nents have expanded through the dual stimuli of underutilized technical expertise %ﬂ(
0

e T ; L ing of communications.
difficult economic circumstances. Simultaneously, development and availability o i .
applicable technologies have expanded. The above criteria differ from those used in MCTL, Part I, “Weapons Systems

. . . ._Technologies,” where the performance levels of interest were those that ensure the
_Responsible states have endeavored to stem proliferation of WMD through intgfie ority of U.S. military systems. In Part I WMD, operational technology capa-
national agreements and export controls. Such tools, while imperfect, remain the Bagis.q are stressed without making any assumptions regarding an adversary's strategy

for increasingly comprehensive steps to address the broad WMD threat. United Jag, itics intentions, objectives, methods of employment, or target selection.

tions’ inspectors in Iraq discovered that Saddam Hussein, in spite of international trea- ) ) ,
ties, had efforts underway to develop nuclear, biological, and chemical weapons and!téms of proliferation concern that are on export control lists as well as those that
the means to deliver them. North Korea developed the infrastructure to produce nud8a0t appear on export control lists are included to provide indicators of possible
weapons even though it was a party to the Nuclear Nonproliferation Treaty. Sot@pabilities for WMD development and to inform U.S. export control decision mak-
Africa produced six nuclear devices while under the constraints of an internatioR&}- Foreign Technology Assessments are provided to assist in understanding the
trade embargo. The Aum Shinrikyo cult killed and injured people in Japan by placfpabilities of selected foreign countries in WMD-related technologies.

containers of the nerve agent sarin in crowded Tokyo subway trains. The same groupWhile every effort was made to prepare a comprehensive listing of technologies
had a very capable laboratory including fermentors, dryers, and sizing equipment aiaroliferation concern, the absence of a technology should not be construed to mean
had produced the biological pathogen anthrax. that the technology could not make a contribution to proliferation.

Concern about the proliferation of nuclear, biological, and chemical weapons and
their means of delivery has reached exceptional levels. On November 14, 1994GheOVERVIEW
President of the United States found that “...the proliferation of nuclear, biological, ) ) N ) ) )
and chemical weapons (‘weapons of mass destruction’) and of the means of deliveringThis document identifies and discusses the technologies required for the develop-
such weapons, constitutes an unusual and extraordinary threat to the national sectif@t. integration, or employment of nuclear, chemical, and biological weapons and
foreign policy, and economy of the United States....” He declared a national entBgir means of delivery. Since the United States has forsworn the use of biological and
gency to deal with the threat. This executive order (12938) was extended on Novefigmical weapons, the underlying technologies include those usable by another coun-

ber 8, 1995; November 12, 1996; and again on November 12, 1997. try to develop an offensive capability and those needed to defend against their use.
The parameters listed indicate those levels agreed to in the MCTL Technology Work-

B. OBJECTIVE ing Group process. They provide a description of technologies which are appropriate
: for possible actions by those assigned responsibility to constrain proliferation.

This document identifies technologies and technology levels required for the de- The technologies treated in this volume differ greatly. The development of nuclear
velopment, integration, or employment of nuclear (including radiological), biologicakeapons generally requires significant infrastructure, including a large capital invest-
and chemical weapons and their means of delivery. Technologies describing thamfint required for the production of special nuclear material. By contrast, pathogenic
fects of the employment of these weapons and technologies for information systéiatogical agents can be made in small commercial facilities which are difficult to
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distinguish from legitimate pharmaceutical or related production activities. Technoloterest in this section is the compatibility of the MOD with the actual payload. Physi-
gies required to produce toxic chemicals are widely available, and much of the equogd-parameters of speed, heat, shock, and delivery angle tend to drive the survivability,
ment is embedded in legitimate chemical industry. The infrastructure complexity agtidpersion, and efficiency of chemical or biological payloads. In each MOD system,
expense associated with different means of delivery vary widely. Proliferant stasggplication of all of the technologies known to or used by the United States is not
which have been prominent in world affairs have opted for extended investmentaquired. A proliferator has the latitude to select among often disparate, but equally
means of delivery, command and control, and their associated infrastructurestisfactory choices of means of delivery. MOD usually requires some information
While not all proliferants follow such a path, there are very real reasons for doingsystems, however simple, to control assets and complete missions.

when the world is viewed through the eyes of the individual proliferants.

Nuclear technologies receive wide publicity. Technical information is availab% . ) . )
in the public sector at an increasingly fine level of detail. Technologies for the produc- Each proliferator will use information systems to some degree throughout pro-
tion and operation of means of delivery are also well known. Examples of items §§Sses appropriate to acquire and employ WMD. Technologies treated here are com-
clude the widely distributed cruise missile systems and use of the U.S.-deploy@@nly found within the commercial information technologies available throughout
Global Positioning System, which offers users precise time and location worldwidige world. Selection of information systems suites is driven by the particular combina-
Biotechnologies which can be applied to biological weaponry are predominantly dtian of weapons selected, cost of information systems, and culture of the individual
use, growing rapidly and requiring relatively small amounts of capital investment. Proliferator. The impact in various kinds of employment is addressed in detail.

Heightened interest in the proliferation of WMD and their means of delivery h&s Biological Weapons
been accompanied by a significant amount of misinformation. Factual and carefully
considered technical information is needed to address constraints effectively thro q
nonproliferation and counterproliferation initiatives. This report provides technicHtla
data on WMD. In addition, it distills, from a technological viewpoint, reality from the
myths of nuclear, biological, and chemical weapons and their means of delivery. I'g

helpful to retain an ongoing awareness that the problem is complex and the chall% from potential proliferants. Most equipment needed for large-scale production of

is often dnvenfby “_“'q‘:e cultural .c?jns]:c:eranor?s. ; - deli biological warfare agents is also dual use and widely available in world markets.
WMD warfare involves a myriad of factors: types of weapons, delivery systems; Biological agents must retain their potency during storage, delivery, and dissemi-

conflict arena size and WMD launch-to-target distance; attack size, timing, tac“%ﬁ_\tion. When weaponized for missile, bomb, or cluster bomblet delivery, agents are

frequency, and duration; military or political, counterforce or countervalue attack Q . . : i R
jectives; weapon stockpile sizes; and custody and release policies and procedur weakened by the environmental stresses of heat, oxidation, and desiccation. While it

. . R relatively difficult to develop munitions with predictable effects, it is less difficult to
In summary, development, integration, and employment of Weapons of Mass Bgread biological agents indiscriminately to cause large numbers of casualties. Stan-
struction and their means of delivery is grounded in a huge number of choices whighd biological agents for covert sabotage or attacks against broad-area targets are

will be driven overwhelmingly by the political aims, culture, and resources of th&sy to produce and easy to disseminate using commercially available agricultural
proliferator. Other drivers include economics, a trained workforce, and available tegprayers.

nical knowledge.

Information Systems

Biological organisms are easier and less expensive to produce than special nuclear
erial or many chemical warfare agents. The required technology is widely avail-
le, with dual-use applications in the commercial fermentation and biotechnology
%ustries. Because data on producing biological organisms is so widely available in
en literature, it is difficult for industrialized nations to withhold relevant informa-

Because biological agents reproduce, a small amount can multiply into a signifi-
1. Means of Delivery cant threat. When disseminated, they are slow acting; microbial pathogens require

The Means of Delivery (MOD) treated here are exceptionally diverse. Includ. ubation periods of days to weeks between infection and the appearance of symp-

are manned and unmanned aerial vehicles of various levels of cost and sophistica?on. s ) o

Artillery systems and multiple launch rocket systems make up the ground-based ele-Toxin agents are poisonous substances made from living systems or produced
ments of MOD. These last two are traditional weapons of war, widely available d@m synthetic analogs of naturally occurring poisons. They are covered under bio-
relatively inexpensive. By contrast, intercontinental ballistic missiles are complé®gical weapons technologies in this document even though they act as chemical agents.
difficult to develop, and very expensive to maintain in operational status. Of particular
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4. Chemical Weapons 6. Nuclear Weapons Effects

Technologies to produce chemical weapons are difficult to distinguish unambigu- Nuclear weapons effects simulation and hardening technologies have been widely
ously from those used to manufacture commercial chemical compounds. Many teshployed in the United States. Other nuclear states have employed these technologies
nologies that benefit chemical weapon production are dual use and widely availatie lesser degree. Employment of simulation technology by a proliferator is an effec-
Legitimate commercial chemical facilities can produce chemical warfare agerntise means of ensuring that the desired results will be achieved while avoiding the
Multiple-purpose chemical plants which manufacture organo-phosphorous pesticiddserse public reaction to an actual nuclear test. Although these technologies are less
or flame retardants could be converted to produce nerve agents. Open literaturenddely understood than the technologies for WMD, they are included to provide key
standard principles of chemical engineering enable proliferants to learn how to plements of insight into nuclear weapons phenomena. They are presented indepen-
duce chemical weapons. Although some chemical agents, such as mustard gasleatéy because they are a highly specialized set of technologies which have been the

simple to produce, others are produced by more complex processes involving casudject of significant research and development.

sive or reactive material.

More than 100 countries have the capability to produce simple chemical weapfhs ORGANIZATION OF PART Il

such as phosgene, hydrogen cyanide, and sulfur mustard. Somewhat fewer countries

are able to produce nerve agents such as sarin, soman, tabun, and VX. CommercialVeapons of Mass Destruction include nuclear, chemical, and biological weapons;
equipment that could be used to produce chemical warfare agents is generally atgans of delivery; information systems that enable a proliferant to command, control,

able.

and manage resources required for a WMD program; and certain nuclear weapons

An operational capability to use chemical weapons involves design and deve%gects technologies that provide insight into nuclear weapons, their applications, and

ment of effective munitions, filling them before use, and integrating them with a deli

onstructing defenses appropriate to these effects.

ery system. Dispersion of chemical agents is hindered by atmospheric turbulence,Each of the six sections contains the following parts:

which increases vertical dilution and thereby reduces casualties. Dispersion is also.
affected by air temperature and temperature gradient.

5. Nuclear Weapons .

The basic concepts of huclear weapons are widely known. Nuclear bomb-related
physics is available in unclassified publications, and experienced foreign nuclear de- *
signers could be hired to expedite a proliferant country’s nuclear weapon program, *
which requires a large, specialized, and costly scientific-industrial base. For most .
countries, the biggest obstacle to developing nuclear weapons is procuring plutonium
or highly enriched uranium. Because production of these nuclear materials is the most
difficult and costly part of a nuclear weapon program, leakage of weapon-grade mate-
rial from nuclear-capable countries is a very serious concern.

Despite wide availability of the basic design concepts, a proliferant country must
have technical expertise to produce a single nuclear weapon. First-generation nuclear
weapons developed by most proliferant countries would likely be designed for °
delivery by short-range ballistic missile (like a SCUD) or tactical aircraft. High-
performance computers would not be needed to design first-generation fission
weapons. .

Nuclear weapons are so destructive that delivery accuracy would seldom be a
problem. Nuclear weapon effects are blast, thermal, and radiation. Against human
beings, blast and thermal effects are immediate; nuclear radiation effects can be imme-
diate or delayed.
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Scopeidentifies the technology groups covered in the section; each group is
covered by a separate subsection.

Background provides historical perspective and/or complementary informa-
tion about the section’s technologies.

Overview discusses the technology groups identified under “Scope.”
Rationale indicates why the technology groups are important.

Foreign Technology Assessment (FTAyyith accompanying figure, provides
summary estimates of foreign capabilities; these estimates are expert judg-
ment by the TWGs and are discussed in Section E below.

There is a subsection for each technology group identified under scope. Each
subsection contains these parts:

Overview identifies and discusses technologies listed in tables that follow.
Rationale indicates why listed technologies are important to proliferators.

Foreign Technology Assessment (FTAprovides comments on a more de-
tailed technology level than in the section FTA above.

Tables,which are the heart of the MCTL, present data elements related to the
development, production, or employment of WMD. The principal data
element is'Sufficient Technology Level,” which is the level of technology
required for a proliferant to produce entry-level WMD, delivery systems,
or other hardware, and software that are useful in WMD development,



E.

integration, or use. TH&xport Control Reference” column provides gen-

the scientific and technological consensus of the TWG members from industry, gov-

eral reference to assist in identifying potential national and international caernment, and academia. Collaboration with the Intelligence Community is an essen-
trol guidelines. This column is provided for general reference and should ri@tl part of the FTA determination, and selected members of the Intelligence
be construed as a definitive determination of U.S. export control policy f@ommunity are TWG members who participate regularly in the MCTL process. These
these technologies. Jurisdictional determination of a specific technology aMICTL FTAs are foreign capability assessments and do not confititditegs of for-

or commodity must be made in accordance with the procedures in the IT&#RIN availability, which are the responsibility of the Department of Commerce under
and EAR. (Note: For a brief description, see Appendix F, “Internationdihe Export Administration Act.

Regimes.”) The following references are used:
 USML: United States Munitions List

e CCL* Commerce Control List
« NRC: Nuclear Regulatory Commission
o WA: Wassenaar Arrangement

e Cat: category designation—CCL and WA Dual Use list
e ML: Munitions List
e NTL: Nuclear Trigger List (Nuclear Suppliers Group)
« NDUL: Nuclear Dual Use List (Nuclear Suppliers Group)
e MTCR: Missile Technology Control Regime
e AG List: Australia Group List
e BWC: Biological Weapons Convention
« CWC: Chemical Weapons Convention
Other data are defined in Appendix B, “Explanation of Table Elements.”

FOREIGN TECHNOLOGY ASSESSMENT

Tables containing summaries of general foreign capabilities appear in each of the
six MCTL Part Il sections. The technological capability level is represented by dia-
mond icons.e « ¢ ¢ indicates capability in the technology area that exceeds the suffi-
cient level. It does not mean that the country has capability in all of the technologies
associated with that technology area. Itimplies a range of technologiess esgfor
ICBM indicates that the technological capability of a country exceeds the sufficient
level of technology to develop an ICBM; it does not necessarily mean that the country
has the technological sophistication of the United States in ICBMs. In a correspond-
ing manners ¢+ ¢ indicates sufficient technology capabilisg shows some techno-
logical sophistication but less than a sufficient level; amdeans limited capability.
(Note: This is NOT the same as MCTL Part |, where the number of blocks was related
to technologies listed in the accompanying tables “at or above the minimum level
necessary to ensure continuing superior performance of U.S. military systeths.”
two or more countries have the same number of diamonds, it does not necessarily
mean that their capabilities are the same. An absence of diamonds in countries of
concern may indicate an absence of information, not of capability.

The diamonds indicate indigenous capability to produce or the ability to legally
acquire and use those technologies. A country could obtain key items surreptitiously
or through illegal acquisition, catapulting the possessed WMD capability past the lower
levels of expected evolutionary development.

The MCTL includes estimates, called Foreign Technology Assessments (FTA), of
foreign capabilities in each of the MCTL technology areas. These FTA estimates are

*

CCL EAR 99: Items that are subject to the Export Administration Regulations (EAR) that
are not elsewhere specified in any CCL category are designated by EAR 99.
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